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Example of a VM of degree (p,q)
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3. Formal Verification



Virus Machine of degree p,q,r

Π = (Γ,H,H ,I,D ,D ,G ,n ,...,n ,i ,h    )
out1p1CIHr

H={h ,..., h }⊆H1 rr

Input Initial config. of Π+(a ,...,a )

(a ,..., a )∈N1 r C = (n +a ,...,n +a ,n    ,..., n ,i ,0)0          1       1             r       r      r+1               p   1

1 r

r



A Virus Machine Π of degree p,q,r computes the
partial function f : -N   N if for each x∈N r

Do not halt if f(x) is not defined;

Halt and the output is z = f(x)

r

all computations of Π+x verify:

Definition



Example. Addition
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Example. Subtraction

C = (0+a,0+b,0,i ,0)
0                                      1 

Π    +(a,b)
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Formal verification
Technique 
Invariants

Π    +(a,b)ADD

φ(k) ≡ C = (a − k, b, i , k), for 0 ≤ k ≤ a

φ′(k) ≡ C      = (0, b − k, i ,a + k), for 0 ≤ k ≤ b

Π    +(a,b)SUB

φ(k) ≡ C = (a−⌊k/2⌋, b−⌈k/2⌉,k, i            , 0), 
for 0 ≤ k ≤ min{2(a+1)−1,2b)}

φ′(k) ≡ C   = ( a−b−k, 0, k, i , k), for 0 ≤ k ≤ a −b 
2b+k                                          3

     k                                                                      1+mod(k,2)

k                                 1

a+1+k                                 2

Relevant
Loops



Example. Remainder

C = (0+a,0+b,0,0,0,i ,0)
0                                                  1

Π    +(a,b)

C     = (0,0,2b,#,a-b)
a+b+2 

Initial Conf.
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φ(k) ≡ C       = (a−b·k,b,0,0,b·k,i ,0), 
for 0 ≤ k ≤ ⌊a/b⌋

Invariant
k(4b+3)                                                         1      



Example. Cantor Pairing Func.

Π    +(t ,t ) computing  C(x,y) =(x+y)·(x+y+1)/2+1 Can         1     2

A. Ramírez-de-Arellano et al. Using VM to compute pairing functions, International Journal of Neural Systems 2023 1.



Example. Cantor Pairing Func.

φ(k) ≡ C      = (k, t +t − k,0, t +t +1, k·(t +t +1), i ,t ), for 0 ≤ k ≤ t +t

C = (0+t ,0+t ,0,1,0,i ,0)
0                 1           2                   1

C             = (0,t +t ,0,t + t +1,#,C(t ,t ))

Initial Conf.

Halting Conf.

Invariant
y(k,t  ,t  )             1      2                     1      2                     1       2              8    1                                          1       21    2

y(t +t ,t ,t )+N           1      2          1       2                       1    2
        1     2    1   2



RSA
Cryptosystem

Euler’s Theorem

Attacking Cryptosystmems

n = p·qsemiprime number

φ(n) = (p-1)·(q-1)Eurler totient function

Factoring
Semiprimes

a     ≡ 1 mod n
φ(n)



Attacking Cryptosystmems
Least Divisor Problem (LPD) 

“Given a semiprime n>0, 
find its least prime divisor”

NP co-NP

LDP

Decision version (LPD) 
“given two natural numbers x, y, 

determine whether or not 
x has a factor less than y”

Generalization (LDP) 
Fact(n) = p

where p is the least 
prime divisor of n  



VM Computing Fact1
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VM Computing Fact

φ(k) ≡ C    = (n, k+1,0,0,1,i ,0), for 0 ≤ k ≤ p-1, where n = p·q

C = (0+n,2,0,0,1,i ,0)
0                                           1

C         = (0,0,0,n,1,#,p)

Initial Conf.

Halting Conf.

Invariant

y(k)                                                1

                    y(p-1)+N          



4. Conclusion
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